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5 See footnote 1 to 156.1(b). 
6 See footnote 1 to 156.1(b). 

(3) The granting of a security clear-
ance or approval for access to classified 
information. 

(4) Assignment to other duties that 
require a personnel security or trust-
worthiness determination. 

(5) Continuing eligibility for reten-
tion of a security clearance and ap-
proval for access to classified informa-
tion or for assignment to other sen-
sitive duties. 

(e) 32 CFR part 154 shall contain per-
sonnel security criteria and adjudica-
tive guidance to assist in determining 
whether an individual meets the clear-
ance and sensitive position standards 
referred to in paragraphs (a) and (c) of 
this section. 

(f) No unfavorable personnel security 
determination shall be made except in 
accordance with procedures set forth in 
32 CFR part 154 or 32 CFR part 155 or as 
otherwise authorized by law. 

§ 156.4 Responsibilities. 

(a) The Assistant Secretary of Defense 
for Command, Control, Communications, 
and Intelligence shall: 

(1) Be responsible for overall policy, 
guidance, and control of the DoDPSP. 

(2) Develop and implement plans, 
policies, and procedures for the 
DoDPSP. 

(3) Issue and maintain DoD 5200.2–R 
consistent with DoD 5025.1–M. 

(4) Conduct an active oversight pro-
gram to ensure compliance with 
DoDPSP requirements. 

(5) Ensure that research is conducted 
to assess and improve the effectiveness 
of the DoDPSP (DoD Directive 
5210.79 5). 

(6) Ensure that the Defense Inves-
tigative Service is operated pursuant 
to 32 CFR part 361. 

(7) Ensure that the DoD Security In-
stitute provides the education, train-
ing, and awareness support to the 
DoDPSP under DoD Directive 5200.32. 6 

(8) Be authorized to make exceptions 
to the requirements of this part on a 
case-by-case basis when it is deter-
mined that doing so furthers the mis-
sion of the Department of Defense and 
is consistent with the protection of 

classified information from unauthor-
ized disclosure. 

(b) The General Counsel of the Depart-
ment of Defense shall: 

(1) Be responsible for providing ad-
vice and guidance as to the legal suffi-
ciency of procedures and standards im-
plementing the DoDPSP and the DISP. 

(2) Exercise oversight of PSP appeals 
procedures to verify that the rights of 
individuals are being protected con-
sistent with the constitution, laws of 
the United States, Executive Orders, 
Directives, or Regulations that imple-
ment the DoDPSP and DISP, and with 
the interests of national security. 

(c) The Heads of the DoD Components 
shall: 

(1) Designate a senior official who 
shall be responsible for implementing 
the DoDPSP within their components. 

(2) Ensure that the DoDPSP is prop-
erly administered under this Directive 
within their components. 

(3) Ensure that information and rec-
ommendations are provided to the As-
sistant Secretary of Defense for Com-
mand, Control, Communications, and 
Intelligence on any aspect of the pro-
gram. 

PART 159—PRIVATE SECURITY 
CONTRACTORS OPERATING IN 
CONTINGENCY OPERATIONS 

Sec. 
159.1 Purpose. 
159.2 Applicability and scope. 
159.3 Definitions. 
159.4 Policy. 
159.5 Responsibilities. 
159.6 Procedures. 

AUTHORITY: Public Law 110–181; Pub. L. 
110–417. 

SOURCE: 74 FR 34691, July 17, 2009, unless 
otherwise noted. 

§ 159.1 Purpose. 
This part establishes policy, assigns 

responsibilities and provides proce-
dures for the regulation of the selec-
tion, accountability, training, equip-
ping, and conduct of personnel per-
forming private security functions 
under a covered contract. It also as-
signs responsibilities and establishes 
procedures for incident reporting, use 
of and accountability for equipment, 
rules for the use of force, and a process 
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for administrative action or the re-
moval, as appropriate, of PSCs and 
PSC personnel. 

§ 159.2 Applicability and scope. 
This part: 
(a) Applies to: 
(1) The Office of the Secretary of De-

fense, the Military Departments, the 
Office of the Chairman of the Joint 
Chiefs of Staff and the Joint Staff, the 
Combatant Commands, the Office of 
the Inspector General of the Depart-
ment of Defense, the Defense Agencies, 
the DoD Field Activities, and all other 
organizational entities in the Depart-
ment of Defense (hereafter referred to 
as the ‘‘DoD Components’’). 

(2) The Department of State and 
other U.S. Federal agencies insofar as 
it implements the requirements of sec-
tion 862 of Public Law 110–181. Specifi-
cally, in areas of operations which re-
quire enhanced coordination of PSC 
and PSC personnel working for U.S. 
Government (U.S.G.) agencies, the Sec-
retary of Defense may designate such 
areas as areas of combat operations for 
the limited purposes of this part. In 
such an instance, the standards estab-
lished in accordance with this part 
would, in coordination with the Sec-
retary of State, expand from covering 
only DoD PSCs and PSC personnel to 
cover all U.S.G.-funded PSCs and PSC 
personnel operating in the designated 
area. 

(b) Prescribes policies applicable to 
all: 

(1) DoD PSCs and PSC personnel per-
forming private security functions dur-
ing contingency operations outside the 
United States. 

(2) USG-funded PSCs and PSC per-
sonnel performing private security 
functions in an area of combat oper-
ations, as designated by the Secretary 
of Defense. 

§ 159.3 Definitions. 
Unless otherwise noted, these terms 

and their definitions are for the pur-
pose of this part. 

Area of combat operations. An area of 
operations designated as such by the 
Secretary of Defense for the purpose of 
this part, when enhanced coordination 
of PSCs working for U.S.G. agencies is 
required. 

Contingency operation. A military op-
eration that is either designated by the 
Secretary of Defense as a contingency 
operation or becomes a contingency op-
eration as a matter of law (10 U.S.C. 
101(a)(13)). It is a military operation 
that: a. Is designated by the Secretary 
of Defense as an operation in which 
members of the Armed Forces are or 
may become involved in military ac-
tions, operations, or hostilities against 
an enemy of the United States or 
against an opposing force; or b. Is cre-
ated by definition of law. Under 10 
U.S.C. 101(a)(13)(B), a contingency oper-
ation exists if a military operation re-
sults in the (1) call-up to (or retention 
on) active duty of members of the uni-
formed Services under certain enumer-
ated statutes (10 U.S.C. 688, 12301(a), 
12302, 12304, 12305, 12406, or 331–335); and 
(2) the call-up to (or retention on) ac-
tive duty of members of the uniformed 
Services under any other (non-enumer-
ated) provision of law during war or na-
tional emergency declared by the 
President or Congress. These may in-
clude humanitarian or peacekeeping 
operations or other military operations 
or exercises. 

Contractor. The contractor, subcon-
tractor, grantee, or other party car-
rying out the covered contract. 

Covered contract. A DoD contract for 
performance of services in an area of 
contingency operations or a contract of 
a non-DoD Federal agency for perform-
ance of services in an area of combat 
operations, as designated by the Sec-
retary of Defense; 

A subcontract at any tier under such 
a contract; or 

A task order or delivery order issued 
under such a contract or subcontract. 

Also includes contracts or sub-
contracts funded under grants and sub- 
grants by a Federal agency for per-
formance in an area of combat oper-
ations as designated by the Secretary 
of Defense. Excludes temporary ar-
rangements entered into by non-DoD 
contractors or grantees for the per-
formance of private security functions 
by individual indigenous personnel not 
affiliated with a local or expatriate se-
curity company. Such arrangements 
must still be in compliance with local 
law. 
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